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Agenda

• Awareness & Acceptance

• Password Security

• E-Mail & Cloud Security

• Mobile Phone

• Social Media

• Further Resources

• Q&A
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«Alone we

are smart.

Together we

are brilliant.»

• Every person here is responsible for information security, we are role models for 

our partners and for our clients.

Awareness & Acceptance
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Password Security

• Weak Passwords

• Google most common passwords

• Excel, Notepad, Word are NOT password tools

• Do not re-use passwords and clean-up old accounts

• Different password for different accounts
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123456

password

123456789

qwertz

111111
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E-Mail and Cloud Security
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• E-Mails are like postcards

• If you have sensitive data then remember to encrypt your message
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E-Mail and Cloud Security
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• Beware of phishing scams

• Be vigilant use common sense

• If in doubt delete

Source: giphy.com
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E-Mail and Cloud Security
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• 2-Factor Authentication

• Something that you know and something that you have

Source: google.com
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E-Mail and Cloud Security
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• 2-Factor Authentication

• Something that you know and something that you have

Source: google.com
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E-Mail and Cloud Security
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• Encrypt your data

• Clean-up your old data

• Documents

• Images

• E-Mails

Source: cryptomator.org
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Mobile Phone
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• Think about your sensitive data

• Use a PIN code or Password to protect your phone

• Disable lock-screen notifications

• Finger-print scanners are convenient, 

but can be easily bypassed
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Mobile Phone
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• Don’t give your personal details away in your phone 

name:

Geek_Phone much better than David_Mantock_Phone

• Use VPN with Public Wi-Fi

Source: cloudflare.com
Source: gyphy.com
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Mobile Phone and Laptop
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• Be Careful where you put your USB cable

• Use a cable that charges only

• Use a Privacy Screen

Source: amazon.com
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Social Media
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Social Media
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Source: CNIL
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Further Information
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• SPIE Switzerland https://www.spie.ch

• OUCH Newsletter https://www.sans.org/security-awareness-training/ouch-newsletter

• Google 2-Factor authentication:    https://www.google.com/landing/2step/

• Cryptomator:   https://cryptomator.org/

• How to stay safe on public Wi-Fi:  http://lifehacker.com/5576927/how-to-stay-safe-on-public-wi-fi-

networks

• CNIL https://www.cnil.fr/sites/default/files/atoms/files/poster_en_0.pdf

• Privacy Tools https://www.privacytools.io/

• Restore Privacy https://restoreprivacy.com/

https://spie.ch/
https://www.sans.org/security-awareness-training/ouch-newsletter
https://www.google.com/landing/2step/
https://cryptomator.org/
http://lifehacker.com/5576927/how-to-stay-safe-on-public-wi-fi-networks
https://www.cnil.fr/sites/default/files/atoms/files/poster_en_0.pdf
https://www.privacytools.io/
https://restoreprivacy.com/

